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TEPMUWHBI U OITPEJIEJIEHUSA

be3onacHOCTh NMEPCOHANBHBIX AAHHBIX — COCTOSHME 3aIlMILIEHHOCTH NEPCOHAIBHBIX
JAHHBIX, XapaKTEpU3yEeMOE€ CHOCOOHOCTBIO IOJIb30BATENEH, TEXHUYECKUX CPEICTB U
MH(GOPMALIMOHHBIX TEXHOJOTUH 00ecrneynTh KOH(PUACHIUATbHOCTh, IEJIOCTHOCTh U
JOCTYIMHOCTh MEPCOHANBHBIX AHHBIX MPH MX 00paboTKe B MH(GOPMALMOHHBIX CHCTEMax
IIEPCOHAJIBHBIX TAHHBIX.

Jloctym B oONepamHOHHYIO cpeay KoMnbioTepa (MHGOPMAIMOHHOW CHCTEMBI
NMEPCOHAJILHBIX JAHHBIX) - MMOJYYEHHE BO3MOKHOCTH 3allyCKa Ha BBIMOJHEHUE IITATHBIX
KOMaH, (GYHKIUH, MPOIEAYp OINEPAIMOHHOM CHUCTEeMbl (YHUUYTOXKEHHUS, KOMHUPOBAHMUSI,
MIepEeMEIICHHS U T.I1.), UCTIOJNHIEMBIX (PaillioB MPHUKIAIHBIX IPOTPAMM.

Joctyn Kk nHGOPMAIUM — BO3MOYKHOCTh MOJy4YE€HHUS HHPOPMALIUU U €€ UCII0JIb30BaHUSI.

Nnentudukanusa — npucBoeHue cyObekTaM M O0BEKTaM J0CTyna HACHTU(UKATOpa U
(W) cpaBHEHUE TMPEABSIBISIEMOr0 UACHTHU(PUKATOPA C MEPEYHEM MPUCBOEHHBIX
UJICHTU(PUKATOPOB.

NudopmanuoHHas cucTeMa NMEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTBH COJICPIKAIIIXCS
B 0a3ax JaHHBIX I[IEPCOHAJBHBIX JAHHBIX W OO0ECIEeUHMBAIOIMMUX HUX 00pabOTKy
MH(POPMAITMOHHBIX TEXHOJIOTUN U TEXHUYECKUX CPEJICTB.

HcTouHuk yrpo3nsl 0e30macHOCTH MHEMOpPMAUMU — CYOBEKT JOCTyIa, MaTepUaIbHBIN
00BEKT WM (U3UYECKOE SIBJICHUE, SIBIISIIOIIMECS NPUYUHOM BO3HUKHOBEHUS YTIPO3bI
6e3omacHOCTH UH(OPMAIIUH.

KonTposupyemas 30Ha - 3TO IPOCTPAHCTBO, B KOTOPOM HCKIIFOUEHO HEKOHTPOJIUPYEMOE
npeObIBAHNE COTPYAHUKOB M IMOCETUTENEH omepaTopa M MOCTOPOHHUX TPAHCHOPTHBIX,
TEXHUYECKUX U UHBIX MaTepUaTIbHBIX CPEICTB.

HecaHKIMOHUPOBaHHBIN A0CTYNl (HECAHKIHMOHUPOBAHHBIC [IEefCTBHA) — JOCTYyN K
uHopmManuu WM AeUCTBUS ¢ MH(OpManued, Hapylalolue MpaBuja pa3rpaHUyeHUs
JOCTyTNa C MCIOJIb30BAHWEM IITATHBIX CPEJICTB, MPEIOCTABISEMBIX MH(POPMAIIMOHHBIMU
CHUCTEMAaMU NIEPCOHAIBHBIX JaHHBIX.

O0paboTKa MepcOHANBbHBIX JAHHBIX — JI000E JEHCTBHUE (OTEeparysi) Wih COBOKYITHOCTh
JNeUcTBUM (omeparuii), COBEpIIaeMbIX C HCMHOJIb30BAaHWEM CPEJICTB aBTOMATH3allUU HWJIU
0€3 UCIOJIb30BaHMS TAKUX CPEJCTB C MEPCOHATBHBIMY JTAHHBIMH, BKJIIOUYasi cOOp, 3aIucCh,
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CUCTEMATH3AINIO, HAKOIUICHWE, XpaHCHHWe, YTOYHEHHE (OOHOBJICHHE, W3MEHCHHE),
U3BJIEYEHUE, UCIOJIb30BaHUE, Mepenavyy (pacnpocTpaHEHUe, MpeloCTaBlIeHUE, JOCTYI),
o0e3nnurBanue, OJI0KUPOBAHUE, yIalleHUEe, YHUUTOXCHUE MEPCOHATBHBIX TAHHBIX.

Omneparop — rocyaapCTBEHHBI OpraH, MYHUIMIAIbHBIA OpraH, HOPUAMYECKOE HIIH
¢duznvecKoe U0, CAMOCTOSATEIBHO UM COBMECTHO C IPYTUMHU JIMLIAMHU OpPTraHU3YIOLIIe U
(M) ocymecTBISIONINE 00pPa0OTKY MEPCOHATBHBIX JAHHBIX, a TAKKE OMpPEIEIISIONINe
e oOpabOTKM MEePCOHATIBHBIX JAaHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, MOAJICKAIINX
00paboTKe, NeHcTBUS (Onepalnn), COBEpIIaeMbIe ¢ IEPCOHATBHBIMU TAHHBIMH.

IlepcoHanbHbIe JaHHBIE — JIF00as MH(POpPMAIMSA, OTHOCSIIASACS K HPSIMO FIIH KOCBEHHO
OTPEICIICHHOMY WM ompenenseMoMy (U3UYECKOMY JHUIY (CYOBEKTYy MEepCOHATbHBIX
JAHHBIX ).

[Hoab30Baresb UHPOPMALUOHHONH CHCTEMbl IEPCOHAJIBHBIX [JaHHbIX — JIUIO,
ydacTByloiiee B GQyHKIIMOHUPOBAHUN MH(GOPMAIIMOHHON CUCTEMbI IEPCOHATBHBIX JAHHBIX
WJIM UCTIOJNB3YIOIIEe PE3YNbTaThl €€ (PYHKIIMOHUPOBAHUSI.

IIpaBuia pa3rpaHnuveHus J0CTyNAa — COBOKYITHOCTb MPABUJI, pETIaAMEHTHPYIOIIUX MpaBa
J0cTyIa CyObeKTOB JIOCTYIAa K 00BEKTaM JJOCTYIIA.

Pecypc uHpOpMAUMOHHOM CHCTeMbl — HWMEHOBAHHBIM JJEMEHT CHCTEMHOTO,
MPUKIAAHOTO WJIM amnmapaTHOro ooOecreyeHuss (QyHKIMOHUPOBAHUS HH(DOpPMAIMOHHOU
CUCTEMBI.

CpeacrBa BBIYHCJIUTEIbHON TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKHUX
AJIEMEHTOB CHUCTEM OOpaOOTKU JIaHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATH CAMOCTOSITEIIHHO
WJIM B COCTaBE JIPYTUX CUCTEM.

CyobekT pgoctyna (cy0ObekT) — JHMII0O WIM M[Opolecc, ASHCTBHSI  KOTOPOTo
pEerIaMEHTUPYIOTCS PABUJIaMU pa3rPaHUYCHHUS TOCTYIIA.

Texnnueckue cpeacrsa HUHGPOPMANUOHHONW CHCTEMbI IEPCOHAJIBHBIX [JAHHBIX —
CpPEeICTBa BBIYMCIMUTEIIPHON TEXHUKH, WH(POPMAIIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCH U
CeTH, CPEIICTBA U CHUCTEMbl Mepeaauu, mpueMa u 00pabOTKH MEePCOHABHBIX JaHHBIX
(cpenctBa W CHCTEMBI  3BYKO3AaIllMCHU, 3BYKOYCWJICHHS, 3BYKOBOCIPOMU3BEIICHUS,
MEPErOBOPHBIE Y TEIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA U3TOTOBJICHHUS, TUPAKUPOBAHUS
JIOKYMEHTOB U JIpyTe TEXHUYECKHE CPEeACTBA 0OOpa0OTKU pedyeBOM, rpadyuuecKoi, BUIeo-
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1 OyKBEHHO-IIM(PPOBOI HHPOPMAIIIH ), TPOrPaMMHBIE CpeICTBa (ONEepallMOHHBIE CUCTEMBI,
CHCTEMBI yrpaBieHus 0a3aMu JaHHBIX U T.I1.), CPEACTBA 3aIUTH HH(OpMAIUH.

¥Yrpo3bl 0e301aCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUN U (aKTOPOB,
CO3JIAl0IINX OMACHOCTh HECAHKIIMOHHUPOBAHHOTO, B TOM YHUCJE CIy4ailHOTO, JOCTymHa K
NEPCOHAIBHBIM JTAHHBIM, PE3YJIbTATOM KOTOPOTO MOKET CTaTh YHUUTOKEHUE, U3MEHEHUE,
0JIOKUpOBaHUE, KOIMPOBAHUE, PACTIPOCTPAHEHHUE MEPCOHATBHBIX JAHHBIX, & TAK)XKE MHBIX
HECAaHKIIMOHUPOBAHHBIX JEUCTBUI NpuU HX 00paboTke B HHPOPMAIMOHHON CHCTEME
MEPCOHANBHBIX JTAHHBIX.

Ysazsumocts UCIIIH — HEeqoCcTaTOK WM c1a00€ MECTO B CHCTEMHOM WJIM TIPHUKJIATHOM
MporpaMMHOM  (MPOrpaMMHO-ANIapaTHOM)  OOECHEYeHUH  aBTOMATU3WPOBAHHOMU
MH(POPMAITMOHHON CHUCTEMBI, KOTOPOE€ MOKET OBITh HCIIOJIB30BAHO ISl peau3aluu
yrpo3sl 0e3omacuoctu [1/1H.

HenocTHocTh MH(OpMANMHU — COCTOSHUE HH(OpPMAIMU, TPU KOTOPOM OTCYTCTBYET
mo0oe ee MU3MEHEHHE JIMOO W3MEHEHHE OCYIIECTBIISIETCS TOJBKO MpeaHAMEPEHHO
CcyOBeKTaMH, UMEIOIIMMU Ha HETO MPaBo.
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IHNEPEYEHD COKPAH_[EHI/Iﬁ

ABIIO — aHTHBHPYCHOI MpOrpaMMHOE 00ecIIeYeHUE
APM — aBTOMaTH3UpOBaHHOE PabOYee MECTO
NCII [ — uadopMaiiioHHast CucTeMa epCoHaTbHBIX JAHHBIX
JIBC — nokanbHasi BBIYMCIUTENIbHAS CETh
HC/I — HeCaHKIMOHMPOBAaHHBIN JTOCTYTI
OC — onepaniioHHas: cucrema
IT/TH — nepcoHabHbIE TaHHbIE
I1O — nporpamMmmHOE obecrieueHne
C3U — cpenctna 3amuThl HHGOPMAIIUH
C3I1/In — cucrema (moIcMcTeMa) 3alUThl IIEPCOHAIBHBIX TaHHBIX
TKY U — TexHnueckue KaHabl yTeUKH MHQOpMALIUH

VYBII/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX TAHHBIX



;
BBEJAEHHUE

Hacrosmass  Tlomutuka wHbopmarmonHonr Oe3omacHoctu  (manee [lommtuka)
rOCy/IapCTBEHHOTO OIOPKETHOTO 00pa30BaTEIbHOIO YUPEKICHUS JIOMOJHUTEIHLHOTO
oOpazoBanus nerei Pecnyonuku Mapuit 91 «J[Boperr TBopuecTBa AETEH U MOJIOAEKN
(mamee Omepatop) pa3paboTaHa B COOTBETCTBHHM C IEISAMH, 3a7a4aMHd W TPUHITUTIAMHU
oOecrieyeHust 0€30MaCHOCTH NMEPCOHANBHBIX TAHHBIX.

[TonuTnka pa3pa60TaHa B COOTBCTCTBHH C Tp€6OBaHI/I$IMI/I HOPMATUBHBIX
JOKYMCHTOB!

— ®denepanpHOro 3aKoHa oT 27 utoitst 2006 r. Ne 152-03 «O nepcoHalbHBIX JaHHBIX);

— [TocranoBnenus IIpaButenscTBa «OO0 YTBEPXKICHUM TPeOOBAaHUN K 3allUTe
MEePCOHATBHBIX JaHHBIX TIPU UX 00pab0oTKe B MHGOPMAIMOHHBIX CUCTEMaX NEPCOHATBHBIX
ma"gHeIX» oT 01.11.2012r. Nel119;

— [Ipukaza «OO0 yTBEpXKIEHUM COCTaBa U COJEPKAHUS OpPraHU3AIMOHHBIX U
TEXHUYECKUX Mep IO oOecrnedyeHuto Oe30MaCHOCTU TMEePCOHANBHBIX JAaHHBIX MPHU HUX

00paboTke B MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX» OT 18 deBpans 2013
r. DCTOK N 21.

B TIlonutuke omnpenenensl TpeboBanuss k mnepconany MWCII[H, creneHb
OTBETCTBEHHOCTH IIE€PCOHANA, CTPYKTypa U HEOOXOJUMBIA YPOBEHb 3alllUIICHHOCTH,
CTaTyC M JOJDKHOCTHBIE OOS3aHHOCTH COTPYJHHMKOB, OTBETCTBEHHBIX 3a OOECIeueHHE
0e3zonacHocTH mnepcoHanbHbIX AaHHBIX B HMCII[IH rocygapcTBEHHOro OMOIXKETHOIO
00pa30BaTENbHOTO YUPEKIACHUS JOMOJHUTEIBLHOrO oOpa3zoBanus Aeteil PecrnyOnmku
Mapwuit D1 «/[Bopel; TBOpUECTBa AETEW U MOJIOJEKI .
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1. OO0111e moJI0KeHU S

Lenpio Hacrosmei IlomuTmku sBisercss oOecrnedeHrue O€30IIacHOCTH OOBEKTOB
3amuTel Oneparopa OT BCEX BHUIOB YIPO3, BHEIIHUX U BHYTPEHHHMX, YMBIIUIEHHBIX W
HEenpeIHAMEPEHHBIX, MUHUMH3AIUs yiep0a oT Bo3MoxkHOM peanu3anuu Y BIT/IH.

Mepsl 10 o0ecrieyeHnto 0€30MacCHOCTH NEPCOHAIBHBIX JAHHBIX MPUHUMAIOTCS IS
3aIIUTHI NIEPCOHAIIBHBIX JAHHBIX OT HEIPABOMEPHOIO WM CIy4alHOTO JOCTYIIA K HHM,
YHUUYTOXKEHUS,  U3MEHEHMs,  OJOKMpOBaHMs,  KOIMPOBAaHUSA,  IPEJOCTaBICHUS,
pacrpoCTpaHeHus EPCOHAIBHBIX JaHHBIX, @ TAKXKE OT UHBIX HEIIPABOMEPHBIX ICUCTBUH B
OTHOLLIEHUU IIEPCOHAIIBHBIX JAaHHBIX.

Nudopmarus u cBsI3aHHBIE C HEW pecypchl JOJDKHBI OBITh JIOCTYIIHBI IS
aBTOPU30BAHHBIX  TOJb30Baresiel.  JIoJDKHO ~ OCYIIECTBIISITECSI ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIIJIH.

JIOJKHO OCYIIECTBIIATHCS MPEAOTBPALEHUE MNPEIHAMEPEHHBIX WIH CIy4YalHbIX,
YaCTUYHBIX WM TIOJHBIX HECAHKIMOHUPOBAHHBIX MOJAU(MDUKAIUN WM YHUUYTOXKCHUS
JaHHBIX.
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2. O0JacTh 1elicTBUSA

TpeboBanust Hactosieil [lomuTUKKM pacmpoCTpaHSAIOTCS Ha BCEX COTPYIHUKOB
Omneparopa (IITaTHBIX, BPEMEHHBIX, pa0OTAIOIMIUX MO KOHTPAKTY M T.I.), @ TaKXKE BCEX
MPOYUX JIML (MOAPSATUUKH, Ay TUTOPHI U T.I1.).
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3. CucreMa 3alIMThI NEPCOHATBHBIX JaAHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAHUMU:
- MEPEYHsI IEPCOHAIBHBIX JAHHBIX;
— YaCTHOM MOJIENIM aKTyaJbHbIX YTPO3 U BEPOSITHOTO HAPYIIUTETIS;
— MOJIOKEHUS O pa3rpaHUYECHUH MPaB JOCTYIA K MEPCOHAIBHBIM JaHHbBIM;
- HopMaTUBHBIX JOKyMeHTOB ®CTIOK u ®Cb Poccun.

Ha ocHOBaHMM »3THUX JOKYMEHTOB OIIpEAEIseTCs HEOOXOIMMBIM  ypOBEHBb
samumenHocTy I11n kaxaoit UCITIn Oneparopa. Ha ocHOBaHMM aHanu3a akTyaJIbHBIX
yrpo3 ©6e3omacHoctu [IJ[n ommcanHoro B YacTHOW MOAENM aKTyalbHBIX yIpo3 U
BEPOSATHOIO HAPYLIUTEINs, JENaeTCsl 3aKIIOYEHHUE O HEOOXOAMMOCTH MCIIOIb30BAHMS
TEXHUUYECKUX CPEACTB U  OpPraHU3allMOHHBIX MEPONpUATUH s oOecreyeHus
oesonacHoctu I1/[H. BriOpanHble HeoOxoauMmble MeponpusaTus oTpaxkarorcsa B Iliane
MEpOIPUATHA 1O  BHYTPEHHEMY KOHTPOJK 3a  coOmrofieHHeM  0e30MacHOCTH
IIEPCOHAJIBHBIX TAHHBIX.

OpFaHI/I3aHI/IOHHBIe MCPOIIPUATHUA OOJIKHBI BKIIFOYAThb!:
- IMPpaBOBOC OCHOBAHUC JIA c60pa IICPCOHAJIBHBIX TAaHHBIX,
- OIIPCACIICHNC OTBECTCTBCHHBIX JIMIT 34 CO6JIIOI[CHI/ICM MCP 6e3OHaCHOCTI/I;
- 3alIUTYy IICPCOHAJIbHBIX JAHHBIX, O6pa6aTBIBaCMI>IX oe3 CpCACTB aBTOMAaTHU3allNH,

— 3alIUTy TEPCOHAIBHBIX JJAHHBIX, 00padaThIBAEMbIX C TPUMEHEHUEM CPEIICTB
aBTOMATH3aLINH;

— 3alUTy 0OBEKTOB OT XUIIICHUS;
— 3aIIATY ChEMHBIX HAKOMUTENCH, COACPIKAINX MTePCOHAIbHBIC TaHHBIC;
- BOIIPOCHI YHUUYTOXKEHUSI TIEPCOHATBHBIX JTAHHBIX.

B 3aBucumoctu ot ypoBHs 3ammineHHocTd UCIIIH u aktyanbnbix yrpo3, C3I1IH
MOKET BKJIFOUATh CJIEAYIOLINE TEXHUYECKUE CPEJICTBA:

- 3alUATHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTA K IIEPCOHAIIBHBIM JTAHHBIM;
- AQHTUBUPYCHOM 3aIUTHI 1JI1 pab0UMX CTAHIIMI MOJIb30BaTEIICH U CEPBEPOB;
— MEXKCETEBOTO DKPAHUPOBAHUS;

— oOHapy>KeHUs BTOPKCHUM;

- KOHTPOJIA 3alMIIEHHOCTHA IEPCOHAIBHBIX TAHHBIX;

— Kpunrorpadguyeckod 3aluThl HMHPOpMALMU, TpPH T[epefade  3aliuiiaeMon
nH(}OpMAITUHU TI0 KaHAJIaM CBSI3H;

- 3alIUTHI CPCJbl BUPTYyaAJINU3allnun;

— 3amuThl OT yTeuku o TKYH.


file:///C:/Documents%20and%20Settings/user/Local%20Settings/Temp/Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
file:///C:/Documents%20and%20Settings/user/Local%20Settings/Temp/Приложение%2011%20Модель%20угроз%20безопасности%20персональных%20данных.doc
file:///C:/Documents%20and%20Settings/user/Local%20Settings/Temp/Приложение%2010%20Положение%20о%20разграничении%20прав%20доступа%20к%20обрабатываемым%20персональным%20данным.doc
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4. TpeooBanus k noacucremam C3I1/1n
C3I1IH MOXeT BKIIIOUATh B CEOsI CIEAYIOUINE MTOACUCTEMBI:

- Nnentudukanun u ayTeHTU(PHUKAIIMN CYOBEKTOB JOCTyMa MU OOBEKTOB JOCTYIA.
[Toncucrema obecrnieunBaeT MPUCBOCHUE CYOBEKTaM W OOBEKTaM JIOCTYIA YHUKAIBHOTO
npuszHaka (uaeHTU(PUKATOpa), CpaBHEHUE TMPEIBIBISIEMOTO CYOBEKTOM (0OBEKTOM)
J0CTyMa WACHTU(UKATOpA C TIEPeYHEM NPUCBOCHHBIX HIACHTH(PHKATOPOB, a TaKXKe
NPOBEPKY TPUHAIJICKHOCTH CyOBeKTy (0OBEKTY) IOCTyNa MPeabsSBICHHOTO WM
uneHTudukaropa (MoATBEPKACHUE TTOVTMHHOCTH ).

— VYrpaBiaeHuss 10ocTyrnoM CyObEeKTOB JocTyna K oObekTam aoctymna. Iloacucrema
oOecrieunBaeT  ympaBlieHWE TpaBaMHd W  TPHUBWICTUSIMH CyOBEKTOB  JIOCTYTIA,
pasrpaHWYeHHe JOCTyNa CYOBEeKTOB JOCTylma K OOBEeKTaM JOCTyla Ha OCHOBE
COBOKYITHOCTH YCTAHOBIICHHBIX B HWH(OPMAIIMOHHOW CHCTEME MpaBHUJ pa3TpaHUICHUS
JOCTYTIa, a TAKXKe 00eCTIEeYMBAET KOHTPOJIb 32 COOJIIOICHUEM ATUX MPABUI

— Orpanuyenus nporpaMmmHoi cpeasl. [loncucrema obecriedynBaeT yCTaHOBKY U (MJIH)
3alyCK TOJIbKO PAa3pelieHHOT0 K HCIOJIb30BaHUIO B HMHGOPMAIIMOHHON CHCTEME
MPOTrPaMMHOT0 00€CTICUCHHUS WM UCKITI0YaTh BO3MOXHOCTh YCTAaHOBKHU W (WJIM) 3aIlycKa
3aMpemeHHOr0 K MCIOJIb30BaHUI0 B HMH(GOPMAIIMOHHONW CHUCTEME MPOrPaMMHOIO
o0ecrnieueHus

- Peructpanuu co6witii 6e3omacHocT. Iloacucrema obecrieunBaeT cOOp, 3aIKCh,
XpaHeHUWe U 3aluTy UHPOpPMAIMU O COOBITHSX O€30MacHOCTH B HUH(POPMAIMOHHOMN
CUCTEME, a TaK)K€ BO3MOXKHOCTh MTPOCMOTPA U aHaiM3a HHPOPMAIIMU O TaKUX COOBITUSIX U
pearupoBaHU€ HA HUX.

— AntuBupycHo  3amuThl. [lomcucrema — obecreunBaeT — OOHapyKeHHUE B
UH(DOPMAIMOHHOW CHUCTEME KOMIBIOTEPHBIX MPOrpaMM JHUOO WHOM KOMITbIOTEPHOU
uHopmaluu, TpeNHA3HAYCHHOW NIl  HECAHKIMOHMPOBAHHOTO  YHUYTOXKEHUS,
OJIOKUpOBaHUs, MOAU(PUKAIMK, KOMUPOBAHUA KOMIBIOTEPHOM HMH(POPMALUU WU
HEUTpaNM3aIuy CPEJICTB 3aIUTHI HHPOPMAIIUH, a TAKXKE pearupoBaHWe Ha OOHAPYKCHHE
ATUX MPOTPaMM U UHGOPMAITHH.

— OGHapyxenust (npenotBpanieHusi) BropxkeHuid. [lomcucrema obOecneynBaet
oOHapyxeHHe JAelcTBUH B  HMH(MOPMALMOHHOM  CHUCTEME, HaNpaBJIEHHbIX  Ha
HECaHKIMOHUPOBAHHBIA JOCTYNn K HWHPOpMalUH, CleUuagbHble BO3JACHCTBUS Ha
MH(POPMALIMOHHYIO CUCTEMY W (WJIM) TEpCOHaJbHbIE HaHHbIE B IENAX J10ObIBaHUS,
YHUUTOXKEHHUS, UCKAXKEHUS U OJOKMPOBAHMS JOCTYyNa K MEPCOHAIBHBIM JTAHHBIM, a TaK¥Ke
pearupoBaHu€ Ha 3TH ICUCTBUS.

- KonTpons (aHanmu3a) 3allMIIEHHOCTH TIEPCOHANBHBIX JaHHBIX. Ilojcucrema
oOecrieynBaeT  KOHTPOJIb ~ YPOBHS  3AIMIICHHOCTH  TEPCOHAIBHBIX  JIaHHBIX,
oOpabaTpIBacMbIX B MH(POPMAIIMOHHOW CHUCTEME, MyTeM IPOBEICHHUS CHCTEMaTHYECKHX
MEPOTIPUATHHA 10 aHATU3Y 3alTUIICHHOCTH HH(POPMAIIMOHHON CUCTEMBI U TECTUPOBAHUIO
PaboTOCTIOCOOHOCTH CUCTEMBI 3AITUTHI IEPCOHABHBIX JAHHBIX.

— ObecneyeHus ENOCTHOCTH MH(GOPMAILIMOHHON CUCTEMBI M MEPCOHAIBHBIX JAHHBIX.
[loncucrema obecrieunBaeT OoOHaApyXeHHE (PAKTOB HECAHKIIMOHUPOBAHHOTO HAPYIICHUS
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OeJI0CTHOCTH HH(bOpMaHHOHHOﬁ CUCTCMbI M COJACPIKAIIUXCA B HEH NEPpCOHATIBHBIX
JaHHBIX, a TaKXC BO3MOXHOCTH BOCCTAaHOBJICHUA I/IH(bOpMaIII/IOHHOI‘/JI CHUCTCEMBbI H
COACPKAIIUXCA B HEH IMCPCOHAJIbHBIX TAHHBIX.

— ObecrieueHust TOCTYITHOCTH NEPCOHANBHBIX JaHHbIX. [loacucrema obecrneunBaer
aBTOPHU30BAHHBIN JOCTYI MOJIB30BATENCH, MMEIOMIUX MpaBa Mo JOCTYIY, K MePCOHAIBHBIM
JaHHBIM, COJEpXKAlIMMCS B HMH(DOPMAIIMOHHOW CHUCTEME, B IITATHOM pEXKUME
GyHKIIMOHUPOBaHUS WH()OPMALIMOHHON CUCTEMBI.

- 3amuTel cpeasl BUpTyanu3auud. [logcucreMa UCKIOUaEeT HECAHKIMOHUPOBAHHBIN
JOCTYT K TTEPCOHAIBHBIM JTaHHBIM, 00pa0aThIBAEMBbIM B BUPTYaJIbHON HHMPACTPYKTYpE, U
K KOMIIOHEHTaM BUPTYaJIbHOU HHQPPACTPYKTYpbl U (WJIM) BO3JAEHCTBUE HA HHUX, B TOM
4yycjie K CpEACTBAM  YIPABJICHUS BUPTYalbHOHM HMHQPACTPYKTYpOl, MOHHUTOPY
BUPTYaJIbHBIX MaluH (TUIEPBU30PY), CUCTEME XPAHEHHUs JIaHHBIX (BKIOYAsi CHUCTEMY
XpaHEeHHs] 00pa30B BUPTYaJIbHOM HHQPPACTPYKTYpHI), CETHU TNepedadyd JaHHBIX Yepes
AJIEMEHThI BUPTYyAIbHON WM (U3NUECKOW MHOPACTPYKTYPhI, TOCTEBBIM OIEPAIMOHHBIM
CUCTEMaM, BHUPTyaJIbHbIM MallliHaM (KOHTEMHEpaM), CHUCTEME U CETH peIUTUKaIINH,
TEPMUHAJIBHBIM W BHUPTYyaJbHBIM YCTPONCTBaM, a TaKXE CHCTEME pPE3EpPBHOIO
KOIUPOBAHUS U CO3JaBAEMBIM €10 KOIHSIM.

— 3amuThl TEXHUYECKUX cpenctB. [loacucrema HCKIIFOYAET HECAHKIMOHUPOBAHHBIN
JOCTYNl K CTallMOHAPHBIM TEXHUYECKHUM CpeJICTBaM, 00paldaThIBAIOIIUM IEPCOHATLHBIC
JaHHBIE, CPEJICTBaM, 00ecTieYMBaONIUM (DYHKITMOHUPOBAHUE UH(POPMAITMOHHON CHUCTEMBI
(manee - cpencra obecrnieueHUss GYHKIIMOHUPOBAHUS), U B TIOMEIICHHUS, B KOTOPHIX OHHU
MIOCTOSTHHO PACIIOJIOKEHBI, 00ECIeUnBAET 3aIUTy TEXHUYECKHUX CPEACTB OT BHENTHUX
BO3JICMCTBUM, a TaKXe€ 3allUTy MEPCOHAIbHBIX JIAHHBIX, IPEACTABICHHBIX B BHJE
MH(POPMATUBHBIX JICKTPUICCKUX CUTHAJIOB U (DHU3NUSCKHUX TOJICH.

— 3amuTtbl WHOOPMAIMOHHOW CHCTEMBI, €€ CPEJCTB, CHUCTEM CBS3M U TMepeaaydu
nanubix. llomcuctema — obecmieunBaeT — 3alIUTy  MEPCOHAJBHBIX  JaHHBIX  MpHU
B3aMMOJICUCTBUU HHGOPMAIIMOHHONW CUCTEMBI WJIM €€ OTIEIbHBIX CETMEHTOB C HHBIMHU
MH(POPMAITMOHHBIMU CUCTEMaMU U WH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU CETSIMU
MOCPEACTBOM MPUMEHEHHUS APXUTEKTYpbl HH(POPMAIIMOHHOW CHUCTEMbl U TMPOEKTHBIX
pelIeHUi, HaMpaBJICHHBIX HAa oOecreueHre 0€30MacCHOCTH EPCOHATBHBIX TAHHBIX.

— BrisBiieHns MHIMACHTOB W pearupoBaHvio Ha Hux. [loacucrema obecreunBaer
oOHapyxeHHe, UACHTHU(UKAINIO, aHAIW3 WHIMJICHTOB B MH(GOPMAIIMOHHON CHCTEME, a
TaK)Ke MPUHATHE MEP MO YCTPAHCHHUIO U TIPETYIPEKIESHUIO0 UHIIUICHTOB.

- VYmpaBnenus: koHpurypamueii nHOOPMAITMOHHOW CHCTEMBI U CHUCTEMOW 3alllUThI
MepcoHaIbHbIX JaHHbIX. lloacucTtemMa obOecnednmBaeT yopaBieHUE HW3MEHCHUSIMU
KOH(UTrypanuu HHGOPMAIIMOHHON CUCTEMBbI M CUCTEMBI 3allIUThl IEPCOHATBHBIX JIAHHBIX,
aHaJu3 TOTEHIMAIBHOTO BO3JICUCTBUSA IUIAHUPYEMBIX M3MEHEHHH Ha oO0ecleueHue
0€30IaCHOCTH MEPCOHANIBHBIX TAHHBIX, & TAK)KE JIOKYMEHTUPOBAHUE dTUX U3MEHEHUM.
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5. IMoanzoBareau UCIIIn

B UCII[n Omnepatopa MOKHO BBIIEIUThH CIEAYIOIIME TPYIIIbI IOJIb30BaTENEH,
y4acTBYIOIINX B 00paboTke u xpanenuu [1/1x:

— angmuuucTparopsl 6ezonacHoctu UCI/H;
- nons3oBarenu UCII/H;
— CHUCTEMHBIC aJIMUHUCTPATOPHI.

JlanHbIE O Tpymnmax IMOJIb30BATENSAX, YPOBHE UX JOCTyHa M MH(MOPMHUPOBAHHOCTH
JOJDKEH ObITh OoTpaxkeH B [lonokeHnun o pa3rpaHUYeHHH MpaB JOCTYIA K IEPCOHAIbHBIM
JAHHBIM.

Anmunuctpatopsl 6e3onacaocta UCIdH:

AJIMUHUCTpATOpOM O€30MaCHOCTU SIBISIETCS IITaTHBIM coTpyaHuk Omeparopa,
OTBETCTBEHHBIN 3a (pyHkunonupoanue C3I1/1H, Ha3HAYaeTCs NPUKA30M AUPEKTOPA.

AnmMuHucTpaTOop 6€30MacCHOCTH 00J1a/1aeT CISAYIONIMM YPOBHEM JIOCTYIIA U 3HAHUI:
- obnanaet npaBamu anmMunuctparopa UCIIH;
— obnanaet noxHou undopmarumeint 06 UCII/IH;

- UMeeT JOCTYII K CPEJICTBAM 3allluThl HHGOPMAITUK U IIPOTOKOJIMPOBAHMS U K YaCTH
Kto4eBbIX d5ieMeHToB MCII/IH;

- HE WMEET MpaB JOCTyNMa K KOH(PUTYPUPOBAHHUIO TEXHUYCCKHUX CPEICTB CETH 3a
MCKIIFOYEHHEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AnMuHHCTpaTOp 6€30MaCHOCTH YIIOJIHOMOYECH:

- peann30BbIBATh MOJUTUKU Oe30macHOCTH B yacTu Hactpoiiku CK3U, mexcereBbix
HPKPAaHOB M CHUCTEM OOHApYy>XEHHUs aTaK, B COOTBETCTBUU C KOTOPHIMHU IMOJIb30BATENb
MOJIy4aeT BO3MOXKHOCTh padoTtath ¢ anemeHTamu MCII/IH;

— OCYHICCTBIIATb ayAUT CPCACTB 3alIUTHI;

— YCTaHAaBJIMBAThL JOBCPUTCIBHLIC OTHOIICHUS cBOcH 3aHlHHlCHHOﬁ CCTHN C JpYIruMu
3allMUIICHHBIMHU CCTAMMU.

ITonw3oBarens UCIIT/IH

[TonszoBatenem  UCII[An  sBmsiercss  mTaTHbId — coTpyaHuk  Omeparopa,
ocymiecTBistomuid - 00padotky I[1ln. O6pabotka IIJ[H BKIIOYaeT: BO3MOXKHOCTH
npocmoTpa I1/IH, pyunoit BBoa I1/n B cucremy UCII/H, dopmMupoBaHue CIpaBoK U
oTueToB 1o uHdopmanuu, noaydeHHor uz MCII/I. [Tons30BaTens HEe UMEET OJHOMOYUN
JUISL yTIpaBjieHus nojcucreMamu oopadotku nanHbix u C3I1J1H.

ITonws3zoBatens UCIIIH obnanaet cieayonM YPOBHEM JIOCTYIA U 3HAHUM:

— oOnagaeT BceMH  HEOOXOJMMBIMU  aTpuOyTamMu  (Hampumep,  MapoyieM),
o0ecrevnBaroIIUMHU JOCTYT K HEKOTOpOMY NoaAMHOXecTBY [1/1H;

- paciojiaract I(OH(I)I/II[GHHI/IEUILHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.
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CucremMHbIE aIMUHUCTPATOPBI:

CucTeMHBIM aJIMUHUCTPATOPOM MOKET ObITh IITATHBIN COTpYAHUK OrepaTopa Wid
WA CTOPOHHUX OpraHM3alMi, OCYHIECTBISIONIMX CBOM (YHKIMM HAa OCHOBAaHUU
JIBYXCTOPOHHETO J0roBOpa. CHUCTEMHBIN aJIMUHHUCTPATOP HE HMMEET IMOJHOMOYMM IS
yIpaBJICHUs] IOJCUCTEMAMU 00pabOTKU JaHHBIX U O€30MACHOCTH.

CucteMHbBIN aIMUHUCTPATOP 00JIaaeT CASAYIOIMUM YPOBHEM JOCTYyNA U 3HAHUM:

— oOnagaeT 4YacThio WHOOpPMAIMM O CHCTEMHOM U TPHUKIAAHOM IMPOTPAMMHOM
obecrnieuenuu UCII/IH;

- oOjamaeT 4YacThi0 WH(GOPMALMKU O TEXHMUYECKUX CPEACTBAX M KOHQPHUTypaluu
NCII/H;

— uMeeT GU3NYECKUH JOCTYN K TEXHHUYECKUM CpelicTBaM 00paboTku MHpopManuu u
CpEeACTBaM 3alIUThI;

- 3HACT, 110 MEHbIIICH MCpPC, OAHO JICTAJIbBHOC UM JOCTYIIA.
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6. TpeOoBaHus Kk mepcoHaxy nmo odecrneyennio 3amuThl [0

Bce corpyanuku Omnepatopa, siBisitomuecs: noib3oBateiasiMu WCIIIH, g0KHBI
YETKO 3HATh U CTPOTO BHIMIOIHATh YCTAHOBJIEHHBIE MPaBmiia U 003aHHOCTU MO JOCTYIY K
3aIUIIAEMbIM 00BEKTaM U COOIIOICHHUIO MPUHATOTO pexknma 6ezomacHoctu [1/H.

[Ipu BCTymieHNH B TOTKHOCTH HOBOT'O COTPYAHUKA HEMOCPEACTBEHHbI HaYaIbHUK
MoApa3JejeHus, B KOTOPOE OH IMOCTyNaeT, 00s3aH OpPraHU30BaTh €r0 O3HAKOMIICHHE C
JOJDKHOCTHOM MHCTPYKIIMEH W HEOOXOJMMBIMHU JIOKYMEHTaMH, perjIaMEeHTHPYIOIIUMU
TpeboBanuss mo 3ammTe IIJIH, a Takxke oOydeHHWE HaBBIKAM BBITIOJHEHUs MPOIEIYD,
HEOOXOUMBIX JIJII CAHKIIMOHUPOBAHHOTO uctoas3oBanus UCII/IH.

CoTpynHUK HOJKEH OBbITh O3HAKOMIIEH CO CBeAeHUsIMU Hactosmed [lomutuku,
OPUHATHIX Tpouenyp padotsl ¢ anementamu UCTTIn u C3I1/]H.

CoTtpynHuku Omneparopa, VICIIOJIb3YIOIIIHE TEXHUYECKUE CpelCcTBa
ayTeHTHU(PUKALNH, TOJKHBI 00€CIIeYnBaTh COXPAHHOCTh UAEHTU(UKATOPOB (3JIEKTPOHHBIX
kmoueid) u He gomyckate HCJI Kk HMM, a Tak € BO3MOXHOCTh HUX YTEpPH WIIHU
UCIIONIb30BaHUs  TpeTbuMU  Junamu.  [lodap3oBarenu  HECYT  MEPCOHAIBHYIO
OTBETCTBEHHOCTh 332 COXPAHHOCTh UIEHTU(PUKATOPOB.

Corpynnuku Omeparopa JOJDKHBI CIIEOBaTh YCTAHOBJIEHHBIM MpOLEAypaM
nojziepkanus pexuma 6ezonacHoctd [1/]H mpu BeIOOpE M UCHIOJIB30BaHUM MTApOJIE (eciau
HE UCIOJIb3YIOTCSl TEXHUYECKUE CPEJICTBA ayTEHTU(UKAIIN).

Corpynuuku  OmepaTopa JIOJDKHBI — OO€CIIeUMBATh — HAJUICKAIIYIO — 3alllUTy
o00OpyZI0BaHUs, OCTaBIAEMOro 0e€3 MPUCMOTpa, OCOOCHHO B TEX CIyyasx, KOrja B
MOMENICHNE WMEIOT JOCTYI IOCTOpOHHUE nuia. Bce monb3oBaTenu JOMKHBI 3HATH
TpeboBanus 1o 6e3omacHocty [1J[H 1 nmporeaypsl 3amuThl 000PYyI0BaHUS, OCTABICHHOTO
0e3 mpUCMOTpa, a TAKKE CBOM 00S3aHHOCTH IO OOECIICYSHHU IO TaKOW 3aIlUTHI.

CoTpynHukaMm  3ampeniaeTcsi  yCTaHABIMBATh  ITOCTOPOHHEE  MPOrPAMMHOE
oOecrieueHue, MOJAKI0YaTh JINYHbIE MOOWIIbHBIE YCTPOMCTBA U HOCUTENIW MH(GOpMAaIUH, a
TaK K€ 3alKiChIBaTh HA HUX 3aIMIIAEMYI0 HH(OPMAIIHIO.

CoTpyaHukaMm 3ampeniaeTcsl pasrialmaTh 3alldIIaeMyl0 HHQOpMAIMIO, KOTOpas
cTaja UM U3BECTHA MpH padoTe ¢ uHGOpPMAIMOHHBIMU cucTeMamu OnepaTopa, TPEThUM
JTULAM.

IIpu pa6ore c¢ I1[In B UCII[H corpyanuku Omneparopa 00si3aHbI OOECHEYUTH
OTCYTCTBME BO3MOKHOCTH mpocmotpa II/IH Tpetbumu nunamu ¢ MOHUTOPOB APM wnn
TEPMHHAJIOB.

[Tpu 3aBepmienuu pabotel ¢ UCII[In cotpyanuku o6s3anbl 3ammtuth APM umm
TEPMUHAJIBI C TIOMOIILI0 OJIOKMPOBKHU KITIOYOM HIIM DKBHUBAJICHTHOTO CPEACTBA KOHTPOJIS,
HarpuMep, JOCTYNOM TI0 Tapoiio, €CIM HE HCIONb3YIOTCA Oojee CUIBHBIE CPEICTBa
3aIUTHI.

Cotpynuuku Omneparopa AOKHBI OBITh TPOMH(DOPMUPOBAHBI 00 yrposax
HapylmeHus pexknMa Oe3omacHocT [IJ[H M OTBETCTBEHHOCTH 3a ero HapymieHue. OHu
JOJDKHBI OBITh O3HAKOMJICHBI C YTBEP)KICHHOW (POpMaibHOW MPOIEAYypOH HaOKCHHSI
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JTUCLUIIMHAPHBIX B3bICKAHUN HA COTPYAHUKOB, KOTOPBIE HAPYLIWIA IPUHSTHIE MIOJIUTUKY
u mporieaypsl 6e3onacuoctu [1JIH.

CotpynHuku 00s3aHBI 0€3 MpoMeEJJIEHHUs coo0IIaTh 000 BceX HAOJIOAaeMbIX WIIU
noA03pUTeNbHBIX ciaydasx padotel MCII/IH, Morymmux rmoBieub 3a COOOW Yyrpo3bl
ocszonmacHoctr IIJ[H, a Takke O BBISBJICHHBIX HMH COOBITHSAX, 3aTPardBarOIIMX
oc3onacHocTh [IJIH, pPYKOBOJCTBY TOJApa3ACIICHUS H JIMIly, OTBEYAIOIEMy 3a
HEME/UICHHOE pearnpoBaHue Ha yrpo3sl 0e3onacHocT T1]1H.
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7.  OTBeTCTBEHHOCTb COTPYAHHUKOB

B cootBerctBUM co cT. 24 DenepanbHOro 3akona Poccuiickoin denepanuu ot 27
utoiig 2006 . Ne 152-®3 «O nepcoHanbHBIX JAaHHBIX» JIMIA, BUHOBHBIE B HAPYIICHUH
TpeOboBaHWil JaHHOro @enepalbHOrO 3aKOHA, HECYT TPaXIAAHCKYIO, YrOJOBHYIO,
aAMUHUCTPATUBHYIO, JUCLUILUIMHAPHYIO U UHYIO NPETYCMOTPEHHYIO 3aKOHOIaTEIbCTBOM
Poccniickont @enepanyy OTBETCTBEHHOCTb.

JleiicTBytoliee 3aKOHOMATENhCTBO P®D TO3BOJNSET MPEAbSBIATH TPeOOBAaHUS TIO
obecrnieueHnI0 Oe30macHO padoThl ¢ 3amuiaeMol WHpOpMamuel u TpeaycMaTpuBacT
OTBETCTBEHHOCTh 3a HapylI€HUE YCTAHOBJIEHHBIX MpaBui dKcrutyaTaiuu OBM u cucrem,
HETPaBOMEPHBIN JTOCTYI K HHPOPMAINH, €CIH 3TU JCHCTBHUS MPUBEIN K YHUYTOXKCHUIO,
0JIOKMpPOBaHUI0, MOIU(MUKAIIMU WHDOPMAIIMK WU HapylleHuto padboTel OBM wiu cereit
(cratbu 272,273 u 274 YK PO).

Anmunuctpatopsl 0e3omacHoctd UCII/IH HECyT OTBETCTBEHHOCTh 3a BCE JIEUCTBUS,
COBEPUIEHHBIE OT UMEHH UX YYETHBIX 3aIIMCEH WJIM CUCTEMHBIX YUYETHBIX 3aIUCEN, ECIIU HE
J0Ka3aH (PaKT HECAaHKIIMOHUPOBAHHOTO MCIIOJb30BaHUS YYETHBIX 3alHUCEH.

[Ipn Hapymenusax corpynHukamu Oneparopa — mosib3oBarenend MCII/IH npaswi,
CBA3aHHBIX C Oe3zonacHOCThO [IJ[H, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBIICHHYIO
JNENCTBYIOIIUM 3aKOHOAATENBCTBOM Poccuiickont denepanumu.
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